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Abstract

Technology evolution in wireless communication is en-
abling pervasive connectivity to Internet scale systems. In
this scenario, security critical applications are being de-
ployed over platforms which include mobile devices. It is
thus key that security services be provided to mobile devices
aswell. Sincesecurity functionsaretypically based on com-
putationally intensive cryptographic algorithms, achieving
this goal is none of a simple task, for the following charac-
teristics of mobiledevices: 1) limited computing power, and
2) constraints imposed by peculiarities of the software plat-
forms. Thiswork presents an architecture which allows the
provision of digital Time-Stamping services to mobile de-
vices with limited resources. The architecture is described
with respect to a case study system.

1 Introduction

are equipped with software platforms with limited function-
alities. As an example, PDAs provide a limited supported
to security-enabled Java applications. As an example, most
modern PDAs are based on the Windows Pocket PC operat-
ing system. Unfortunately, to the best of our knowledge, all
existing Java virtual machines for this operating system are
compliant with the standard J2ME/MIDP (Java 2 Platform,
Micro Edition/Mobile Information Device Profile) specifi-
cation. J2ME/MIDP platforms lack standard XML APIs
and support for the SSL protocol, which aren’t included in
the upcoming MIDP 2.0 specification either.

This work presents an architecture for providing security
services to mobile devices, with regard to a case study appli-
cation, namely a Time Stamping service. By Time Stamp-
ing it is meant a service supporting assertion of proof that
a datum existed before a particular time [1]. The real im-
portance of time-stamping becomes clear when there is a
need for a legal use of electronic documents with a long
lifetime. Without time-stamping it is not possible to trust
signed documents when the cryptographic primitives used
for signing have become unreliable, nor to solve the cases
when the signer himself repudiates the signing, claiming
that he has accidentally lost his signature key. Provid-
ing Time Stamping services to mobile devices is thus cru-

Recent advances in wireless technologies have enabledi@) if applications (such as e-business, e-commerce, and

pervasive connectivity to Internet scale systems which in- &-transactions) must be deployed on such devices. While

clude heterogeneous mobile devices (such as mobile phone&1€ré have been some attempts to provide security services
and Personal Digital Assistants), and a variety of embed- N the context of ad-hoc mobile systems [10], to the best
ded computer systems (such as smart cards and vehicle on@f 0ur knowledge the field of information security for mo-
board computers). This trend is generally referred to as bile devices in Internet-scale distributed applications is still
ubiquitous computing [9]. W|de_ly_ unexplpred. This experience has demonstratt_ad that
This leads to the need of providing security functions multi-tier architectures, which exploit a clear separation of

to applications which are partially deployed over wire- CONCemSs, represent an effective means of providing security

less devices, and poses a number of new challenges,serViceS based on computationally-intensive cryptographic

since security-related functionalities — such as digital sig- 2/90rithms to mobile devices with low computing power.
nature, time stamping, and secure connection — are mostly The rest of the paper is organized as follows. Section
based on cryptographic algorithms which are typically 2 provides an overview of the main existing solutions for
computational-intensive. At present, implementing these Time Stamping, in terms of algorithms and standards. Sec-
algorithms on mobile devices is not straightforward (and tion 3 details the specific algorithm implemented in our sys-
sometimes not feasible at all) because mobile devices aredem. Section 4 describes the conceptual architecture of the
typically characterized by a low computational power and multi-tier system we have developed. Section 5 describes



the case study system, including implmentation choices andby a completely trusted third party (the Time Stamping Au-
adopted technologies. Section 6 concludes the paper withthority, TSA) in such a way that it does not involve data

final remarks and directions of future research.

2 Existing Solutions for Digital Time Stamp-
ing
In this section, we provide an overview of the main exist-
ing solutions for Time Stamping. The first subsection deals
with the description of the main algorithms. The second

subsection describes the most relevant standards and re
ommendation.

2.1 Overview of schemesand algorithms

Time-stamping is a set of technigques enabling one to

included in other time stamps. The main weakness of this
scheme is that the TSA has to be unconditionally trusted. It
offers evidence that specific data existed at a certain point
in time and guarantees the correctness of the time parame-
ter. However, there is no control over the correctness of the
valuet attached to document If the TSA fraudulently al-

ters the time parameter of a certain time stamp, nobody can
detect the alteration. Also, if a leakage of the signature key
of the TSA has occurred, fake time stamps can be forged at

Sill. In these cases, verifying whethewas issued actually

at timet stated in the time stamp is impossible.

Some ten years ago the only known time stamping meth-
ods were based on the use of TSAs representing uncon-

ascertain whether an electronic document was created oditionally trusted third parties. Thus, applications which

signed at a certain time (i.e., temporal authentication). needed digital time stamping had no choice but resort-
Without time-stamping we neither can trust signed docu- ing to a TSA. In 1991 the seminal publication of Haber
ments when the cryptographic primitives used for signing and Stornetta [3] showed that the trust to the TSA can be
have become unreliable nor solve the cases when the signegreatly reduced by using the linking schemes or alterna-
himself repudiates the signing, claiming that he has acci- tively the distributed schemes. Several papers were pub-
dentally lost his signature key. lished during the last years, which further improved the

Unfortunately, although the creation of a digital data original schemes [4, 5, 6].
item is an observable event in the physical world, the mo-
ment of its creation cannot be ascertained by observing the
data itself. Thus, the association of an electronic document
uniquely with a certain moment of time is very complicated,
if not impossible. The best one can do is to check the rela-
tive temporal order of the created data items (i.e., prove the
relative temporal authentication) using one-way dependen-
cies defining the arrow of time.

In the following we give a definition of Time Stamping
systems applicable in legal situations [6].TAne Stamping
system (TS-System) consists of a set of principals with the
Time Stamping server together with a triglé; V'; A) of
protocols. The Time Stamping serva@iSServer) is an en-
tity providing digital time-stamping services. The stamping
protocolS allows each participant to post a message. The
verification protocolV is used by a principal having two
Time Stamps to verify the temporal order between those
Time Stamps. The audit protocdl is used by a prin-
cipal to verify whether the TS-System carries out his du-
ties. Additionally, no principal (in particular, TS-Server)
should be able to produce fake Time Stamps without being
caught. A Time Stamping system has to be able to han-  Finally, thedistributed scheme is one in which multiple
dle Time Stamps which are anonymous and do not revealissuers cooperatively generate a time stamp. The main goal
any information about the content of the stamped data. Theof this scheme is to strengthen security against the issuers
TS-System is not required to identify the initiators of Time manipulation of a time stamp by sharing the secret data used
Stamping requests. to generate a time stamp among the issuers. If the num-

Time stamping schemes have been generally classi-ber of collusive issuers is less than a specific predetermined
fied into three types [2]: simple, linking, and distributed number, they cannot recover the secret data completely and
schemes. In thaemple scheme, a time stamp is generated therefore can not manipulate a time stamp.

In the linking scheme, the TS-System generates a time
stamp which involves data included in other time stamps.
In practical implementations, the TS-System combines re-
quests from individual clients which arrive within a given
time window. As a result, a chain of time stamps is con-
structed, typically by using a one-way hash function. If an
issuer is willing to fraudulently alter a certain time stamp, it
has to alter all the time stamps relating to that time stamp.
This is why it is considered to be more difficult for an is-
suer to manipulate a time stamp in the linking scheme than
in the simple scheme. Furthermore the TS-System cannot
deliberately forge time stamps, since the output of the pro-
cess depends on all client requests falling in a given time
window. Among the linking schemes, two algorithms par-
ticularly interesting, are the one proposed in [3] and the so-
called Tree-like scheme [5]. Section 3 details these two al-
gorithms. The specific algorithm implemented in our sys-
tem is the Tree-like scheme.



2.2 Standardsand Recommendations 3 Adopted Algorithm

In this Section we summarize two linking schemes by
Haber and Stornetta: the one proposed in [3] and the so-
The main source of information about the data format called Tree-like scheme [5]. The algorithm we implemented
of a time-stamp token, the sequence of the actions that ain our Time-Stamping System is the Tree-like scheme.
requestor client and a TS-System have to realize, and the The hashing functions (such as SHA-1 [7] and MD5 [8])

transport mechanism for the exchanged messages, is the Inare the fundamental components for these algorithms, so we
ternet RFC 3161 [1]. give some details about them.

The callision free one-way hash functions is a family of

The RFC 3161 specifies some requirements that a TS-function H : {0,1}* — {0, 1} compressing bit-strings of

System has to verify in order to be considered as a valid TS-arbitrary length to bit-strings of a fixed lengthwith the
System. Among these recommendations the most importantfollowing properties:
are reported in the following. Clearly a valid TS-System has
to use a trustworthy source of time, and it has to produce a e The functionsH are easy to compute, and it is easy to
time-stamp token upon receiving a valid request from the pick a member of the family at random.
requestor. When it is possible, a TS-System should not to
examine the imprint being time-stamped in any way (other
than to check its length). A TS-System has to sign each
time-stamp message with a key reserved specifically for that
purpose.

e It is computationally infeasible, given one of these
functions H, to find a pair of distinct strings(, X’
satisfying H(X) = H(X'). Such a pair is called a
collision for H.

As far as the steps composing a valid transactions are 1he practical importance of such functions has been
concerned, as the first message of this mechanism, the reknown for some time, and researchers have used them in
questing entity requests a time-stamp token by sending a2 pumbgr of schemes. In the linking sghemes glescnbepl in
request (which is or includes EmeStampReq, as defined this Section, the goals to be reached using hgshlng functions
in the request format given in [1]) to the TS-System. As are: 1) to use one-way dep_endenmes t_o define the arrow of
the second message, the TS-System responds by sending "€ and 2) to compute a digest to be time-stamped instead
response (which is or includesTaneStampResp) to the re-  ©f the whole document. _ _
questing entity. Upon receiving the response (which nor- ~ The former goal is r_elate(_j to the observation that given
mally contains aTimeStampToken), the requesting entity ~ & one-way hash functio#/, if H(X) and X' are known
shall verify some information in order to ascertain that the 0 @ principalP at a moment, then someone (possibly
response of the TSS can be considered as a valid time-nimself) usedX' to computef7 (X') at a moment prior to.
stamping. In fact the requesting entity shall verify the status ~ Furthermore hash functions are used to obtain a hash
error returned in the response and it shall verify the various Value H (X) =Y of the documenX’ to be Time Stamped.
fields contained in the TimeStampToken and the validity of FOr the purpose of authentication, Time Stamphigis
the digital signature of the TimeStampToken. In particular, equivalent to Time Stamping’. This greatly reduces the
it shall verify that what was time-stamped corresponds to ba”dW'th problem and the storage requirements which
what was requested to be time-stamped. It shall then verify Would arise if the whole documeri were processed. Re-
the timeliness of the response by verifying either the time SOrting to hash functions solves a privacy issue as well,
included in the response against a local trusted time refer-Since the content of the document to be Time Stamped need
ence, if one is available. If any of the verifications above NOt to be revealed. The originator of the document com-
fails, the TimeStampToken shall be rejected. Other checksPutes the hash values himself, and sends them to the Time
that should be carried out by the requestor are the validity Stémping service. The plain document is only needed for
of the TS-System’s certificate (e.g., checking the appropri- Verifying the Time Stamp. This is very useful for many
ate Certificate Revocation List) and the policy field to deter- réasons (like protecting something that one might want to

mine whether or not the policy under which the token was Patent). Depending on the design goal for an implementa-
issued is acceptable for the application. tion of Time Stamping, there may be a single hash function

used by everybody, or different hash functions for different
Forthe RFC 3161, there is no mandatory transport mech-users.
anism for TS-System messages. Different optional mecha- A further precondition needed to implement a Time
nisms (such as e-mail, File Based Protocol, Socket BasedStamping service is the availability of digital signature
Protocol, or HTTP) are described, but additional optional schemes. With a secure signature scheme available, when
mechanisms may be defined in the future. the TS-System receives the document or its hash value to be



time-stamped, it produces the time-stamp, appends it to the
document (or to its hash value), then signs this compound r-1 P

document and sends it to the client. By checking the sig- yr,1/|:4
nature, the client is assured that the TS-System actually did

process the request, that the hash was correctly received, Yr2

and that the correct time is included. This takes care of the
problem of present and future incompetence on the part of
the TS-System.

The first scheme proposed by Haber and Stornetta is re-
ferred to ad.inking scheme. In order to diminish the need
for trust, the TS-System links all Time Stamps together into
a chain using the collision-resistant hash functibnin this
case the Time Stamp for thegh submitted document ,, is
s = sigrss(n,tn, IDyn, Xn, Ly), wheret,, is the current
time, ID,, is the identifier of the submitter antl,, is the

yr,3

yr,4

Figure 1. An example of Time Stamp for round
r by the Haber and Stornettas scheme.

linking information defined by the recursive equation: the maximum temporal duration of rounds to the insignifi-
cant units of time.
Ly = (tn—1,1Dp—1, Xp—1, H(Ln—1)). In the linking scheme, the challenger of a Time Stamp is

satisfied by following the linked chain from the documentin
guestion to a Time Stamp certificate that the challenger con-
siders trustworthy. If a trustworthy certificate occurs about
every N documents then the verification process may re-
quire as many a¥v steps. By using the tree-like scheme,
an exponential increase in the publicity obtained for each

There are several complications with the practical im-
plementation of this scheme. First, the number of steps
needed to verify the one-way relationship between two
Time Stamps is linear with respect to the number of Time
Stamps between them. Hence, a single verification may be

Zhoun that s saluion has mpracica st and broadoasy M SIAMIPNG even s achieved, edcing the storage and
P the computation required in order to validate a given certifi-

requirements._Haber and_Stprnetta propose_d a modificationcate, as the cost from this operation is reduced frto
where every Time Stamp is linked with> 1 Time Stamps loe N

- L . e . og N.
directly preceding it. This variation decreases the require-
ments for broadcast by increasing the space needed to store )
individual Time Stamps. 4 System Architecture

In [5], Haber and Stornetta proposed a tree-like scheme

in which the Time Stamping procedure is divided into This section describes the proposed architecture for pro-
rounds. The Time Stamp, for roundr is a cumulative  viding time-stamping services with emphasis on ubiquity
hash of the Time Stamf,._; for roundr — 1 and of all the and interoperability. In order to achieve these goals, we sug-
documents submitted to the TS-System during the round  gest the adoption of a multi-tier architecture, whose charac-
After the end of the'th round a binary tre@’,. is built. Every teristics are described in the following. The overall organi-
participantP; who wants to Time Stamp at least one doc- zation of the system is depicted in Figure 2.
ument in this round, submits to the TS-System a hash
which is a hash of?,._; and of all the documents he wants
to Time Stamp in this round. The leavesf are labelled
by differenty, ;. Each inner nodé& of 7. is recursively
labelled byH), := H(H}, Hy), wherek’ andk” are cor-
respondingly the left and the right child nodesiofand H
is a collision-resistant hash function. The TS-System has ta

Dispatcher

I

SOAP
Wrapper

store only the Time StampB, for rounds (see Figure 1). Clent Service Manager Back-end
All the remaining information, required to verify whether a
certain document was Time Stamped during a fixed round, Figure 2. Overall architecture

is included into the individual Time Stamp of the document.

These schemes are feasible but provide the relative tem-  As shown in the figure, the clients, the service manager
poral authentication for the documents issued during the (SM) component, and the time stamping servers are located
same round only if we unconditionally trust the TS-System in the first, second, and third tier of a three-tier architecture,
to maintain the order of Time StampsTh. Therefore, this respectively. This favors a development approach which
method either increases the need for trust or otherwise limitsexploits clean separation of responsibilities. We use the



emerging Web Services technology to facilitate service ac- depend on the particular implementation of the time-

cess from / to any platform. Unlike traditional client/server stamping servers. The proxy builds the appropriate
models, such as a Web server/Web page system, Web ser- message to be exchanged with the relevant back-end
vices do not provide the user with a GUI. Web services in- server;

stead share business logic, data, and processes through a o . .
programmatic interface across a network. The main objec- TS Service: itrepresents the system that provides the time-
tive is to allow applications to interoperate without human stamping services.
intervention.

As far as theClient is concerned, since the clientdevices 5 Case Study
have limited resources, the architecture is based on a thin-
client model. In fact, the client tier consists of fh&S Sub, This section describes the implementation of the pro-

compost(;d ofa S |mptl)e mtt_arfat(;]e to_ thel m|g_dlett|er. Cllentst posed architecture with respect to a case-study application.
access the services by using the simple 0bJeCt aCCESS Protoyyq 5 chitecture allows the provisioning of a digital Time

C?l r(]SOAP)’ and ar%ngtt? wz;]\re of;gle implemler;]tatitl)(n detgils Stamping web-Service (TSS) to Java-based PDAs. We im-
Oht. (re]serw_ce provide | )k/)It € rzl he;tt'ﬁr'_ ) tt ?y n'OWSISSL plemented the time-stamping service relying on the algo-
which services are available andwhat their intertace 1s. rithm described in Section 3. The UML deployment dia-

and XML processing are needed in order to enable secure

- ; gram of the case-study application is depicted in Figure 3.
S_OAP-based communication bgtween the client andahg The multi-tier architecture has been effectively deployed on
vice manager. The implementation of such a communica-

: ! an experimental testbed, consistingiph PDA,ii) an ap-
tion scheme on modern PDAs poses some technical chal- b gp ) P

lenges which are described in the next Section, which alsopllcatlon server, andii) a back-end server.
presents an effective solution to them.

Themiddle-tier wraps the services provided by the back- P
end server, and addresses interoperability issues, which are % Tssswp [ %SOAPWrapper}—r%DispatChef
due to the heterogeneity of the clients. It consists of the i

. L — Lo
following components: Apache |- Blackdown IBM Websphere
SOAP JRE1.3.1 Application Server
SOAP wrapper: itisin charge of) processing requestor’s i
messages, anid) coordinating the flow of SOAP mes- Operating System Operating System
sages through the subsequent components. It is also

responsible for ensuring that the SOAP semantics are Back-end Server

TSS Proxy

Dispatcher: itis responsible for acting as a bridge between

PDA Service Manager Server

the SOAP wrapper and the functional components; it i

converts the SOAP messages from XML into the spe- :

cific protocol for communicating with the functional L @
back-end, and:) converts any possible response data System

back into XML and places it in the response SOAP

message. Figure 3. Deployment of the digital Time

This tier also decouples service implementation (i.e., the ~ Stamping service
back-end) from its interface.

Theback-end is in charge of actually providing the spe-
cific security services. In other words, the back-end satisfies
the application functional requirements. Since these ser-

vices are based on cryptographic algorithms which are usu->=""
ally very computationally intensive, this tier has to fully ex- assistants (PDAs), such as the one we used, even though

ploit the potential of server platform to boost performance. e Proposed model is based on a web services-based thin-
To this end, a promising approach is to use hardware accel-d'e”t approach. In fact, since all the Java virtual machines

erators. The conceptual model of the back-end is composeo(JVMs) available for PocketPc-based devices are compliant
of the following components: with J2ME/MIDP specifications, these JVMs lack standard

XML APIs and support for the SSL protocol, which are not
TSSproxy: itisin charge of receiving messages delivered included in the upcoming MIDP 2.0 specification either.
by the middle-tier in a common format which does not Moreover, these devices are equipped with web browsers

As far as the PDA is concerned, we used a Compaq IPAQ
3870 handheld device. System requirements of security
services may be not suitable for modern personal digital



that are not capable of managing Java applets. Hence thirdAs far as the former objective is concerned, we are cur-
party J2ME/CLDC (Connected Limited Device Configura- rently conducting experiments on a Commercial Off The
tion) libraries are needed that can handle XML, especially Shelf (COTS) programmable PCI hardware board, namely
Web services-specific XML protocols. KXML and KSOAP  a Celoxica RC1000 board, mounting a Xilinx Virtex-E 2000
libraries contain XML parsing and SOAP-based communi- FPGA part. We expect to reach a speed-up of 2 orders of
cation primitives for J2ME applications; however, perfor- magnitude, as compared to a high-end workstation. As far
mance of these libraries is not suitable for most applica- as the latter is concerned, we are investigating Jini-based
tions, as demonstrated in [11]. For the foregoing reasons,techniques for wrapping the implemented service on a Jini
we implemented the client-tier using a Java 2 Standard Edi- system.
tion (J2SE) platform. In particular, we adopted the Black-
down JRE 1.3.1[12] virtual machine. To enable the setup of
such an environment, the PDA runs the Linux Familiar Op-
erating System. This solution allows us to use standard li-
braries for XML and SOAP processing (i.e., Apache SOAP ~ This work has been carried out partially under the finan-
libraries), and to make tHESS Stub executable either from cial support of the Ministero dell'Istruzione, dell’Universit
a web-browser or as a stand-alone application. Moreover,e della Ricerca (MIUR) in the framework of the FIRB
the resulting executable does not depend on a specific deProject "Middleware for advanced services over large-scale,
vice, and can be used on several client devices, i.e., laptopwired-wireless distributed systems (WEB-MINDS)”, by the
and personal computers too. University of Naples Federico Il, and by the Consorzio In-
As far as theservice manager server is concerned, we teruniversitario Nazionale per I'Informatica (CINI), and by
adopted the Java 2 Enterprise Edition technology. In par- the National Research Council (CNR).
ticular, the adopted application server is IBM WebSphere 4,
which supports web-services, running on Dell PowerEdge Refer ences
1400SC with two 1400MHz Pentium Il processors, run-
ning a Linux Red Hat kernel 2.4.18-3 with dual processor
support. TheSOAP wrapper and thedispatcher have been
implemented as Java applications. The TSS web-service is
presented as a web-service by means of WebSphere’s web
services engine.
As far as the back-end is concerned, we adopted Mi- 2]
crosoft technology, and we used Sample Neufeld Asn.1 to
C Compiler(SNACC) efficient C++ routines and data struc-
tures to support BER encoding and decoding of ASN.1 data
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